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INTRODUCTION

It has been noticed that certain malicious elements are spreading fake nevesabmedia platforms
and messaging platforms amidst this Cei&d pandemic. We urge every responsible citizen to stay
informedand not further spread such unverified nelvgs the duty of every citizen to lresponsible

about what they share on sucltisbmedia platforms and messaging applications

Various messages such as freehargesbenefits to unemployed youngsters by the government, etc.
are being spread over th&ernet, creating unnecessary panic and fake news being spread. Following
are the screenshots of the fake messages being circulated.

1. Message claiming that unemployed people between the aged6fyars and who have passed Xth
standard will be given INR 3500 per month through@®radhanmantri Berojgar Bhatta YojnaaO
[Link: http://bit.ly/pradhanmantiberojgarbhattayojnad
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On opening the link in the message, the following page appears

bitly.com/a/warning?hash=2SIOWQo&url=https %3A%2F %2Fwww.hubbyhubby.life %2F

O

STOP - there might be a problem with the requested link

The link you requested has been identified by bitly as being potentially problematic. This could be because a bitly
user has reported a problem, a black-list service reported a problem, because the link has been shortened more
than once, or because we have detected potentially malicious content. This may be a problem because:

+ Some URL-shorteners re-use their links, so bitly can't guarantee the validity of this link.

« Some URL-shorteners allow their links to be edited, so bitly can't tell where this link will lead you.
« Spam and malware is very often propagated by exploiting these loopholes, neither of which bitly allows for.

2. Message offering free Netflix access for two months duringubeantine period.
[Link: https://bit.ly/2JsBZ1]
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Free Netflix to stay at home safely

bit.ly

2 Months of Netflix Premium Free at no cost For REASON OF
QUARANTINE (CORONA VIRUS)

Get 2 Months of Netflix Premium Free anywhere in the world for 60 days.

Get it now HERE

https://bit.ly/2JsBZ10

On opening the link, the following page appears, which further indicates that this is a hoax:

@& flixeveryday.com/#

Follow these steps to get your

We offer you netflix

—e

for free S

he button *send ")

Staying safe and
enjoying the
Internet at home

e

receive free netflix

© SEND

CONTINUE

3. Message claiming that Jio company is giving a free rechard¢fo#B8 to all the Indians.

[Link: https://jiorechargenew.onlihe

Jio 498 Rs. Free Recharge
jiorechargenew.online
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On clicking this link, the following opens up:

hotoffer.online/#
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Do you make money even after working hard day and
night. Can not save?

Office of the Special Inspector General of Police, Maharashtra Cyber



4. Post claiming that, one individual can apply from a single family and avail the bergfiting INR
25,000 under OPradhanmantri Aavas YojnaO

[Link: http://pmyojna.ssctechnical.cdm
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http://pmyojna.ssctechnical.com 214 PM

On clicking the link in the message, the following unsecure webpage opens up.

@® Not Secure pmyojna.ssctechnical.com/invite.php
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TR TR T TN 3TIT 25000 F B 12 71 farer
AP R Har Y st

Invite Process

WhatsApp TR 2RR 3%

5. A fake message claiming tMinistry of Health and Family Welfare (MoHFW) has decided to give
free 60Gb Internet is also making rounds on social media.
[Link: https://coronggov.in?60gh

60cE FRfed $9 F B W67 & 7T 60GB Free T
Work From Home
To confront the Corona virus

@ corona-gov.in
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Y A TR W &7 3R A BT 3¢ o & AT 60GB o see & 32 21 at spft Al &
¢ fde W faeis =t @) hitpsi//corona-gov.in?60gb

7:57 PM

On clicking the link in the message, the doling unsecure webpage opens up, which then tells us to

share the message to a minimum of 20 contacts on your WhatsApp list.
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‘corona-gov.in/260gb# &
e Share this with your 8 friends and get instant

-} 60GB!
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‘ Select Your State

Corona Virus Live update- Click here

These links direct people malicious webpages who have been created to collect informatioasent
on your devicesalong with sensitive personal informatiofhese links harvest the data of people
without their consentThe links can facilitate varioyshishing and malware attack®id compromise
the safety of your device and the data within.

We recommend you to:
¥ Not dick onany unknown links
Not download any attachments from unknown links
Keep a strong antiirus on your system and take bagk of your important files
Not install any applications form unknown sources

Refrain from givingout sensitivepersonal information on any unsecured webpagésforms

K K K K K

Report any suspicious phishing linksa/w.reportphshing.imndwww.cybercrime.gov.in

Billions of peopletoday rely on social media platforms for news and these platforms are providing a
fertile territory to thoseavith criminal intentionswho want to commit fraud by circulating such links
and harvesting data.od as a cybeliterate citizen are expected taot spread, share or pass on such

link orimmediately report it.

Stay Safe. fay Quarantined. Stay away from cyber frauds and spread the word.
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